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AHHa TuHbKOBa

topucm, lMameHmHo-npasosas upma «A. 3anecos u
napmHepeol», www.azalesov.ru

C 23 pekabpsa 2023 roga B cuny BctynatoT nonpaeku B Kogekc Poccnin-
ckon depepaunn 06 agMMHUCTPATUBHLIX NPaBOHapPYyLIeHnax»', cornac-
HO KOTOPbIM yCTaHaBIMBAETCH aAMNHUCTPATMBHAA OTBETCTBEHHOCTb 3a
pasmMelleHne BMOMETPUYECKMX MEPCOHANIbHbIX AaHHbIX CyObekTa nep-
COHalbHbIX OAHHbLIX B €AMHON BNOMETPUYECKOW CUCTEME, B MHbIX UH-
dopMaUMOHHBLIX cucTemax, obecnedmsanLWmMx naeHTndunkaymio n (Unm)
ayTeHTndumnKkaymio ¢ MCNONb30BaAaHUEM OMOMETPUYECKUX NEPCOHANbHbIX
OaHHbIX PU3NYECKUX NUL, C HaApPyWEHUEM YCTaHOBIEHHbIX 3aKOHOAA-
TenbcTBOM Poccuinckon depepaumnm TpedboBaHN, a TakXe y)XecTodatT-
Csl Haka3aHuMsa 3a HapylleHne TpeboBaHui B 061acTn pa3MeLleHnsa nep-
COHaNbHbIX AAHHbIX rpaxgaH Poccurickon depepaynn.

BeeneHnune B Kogekc Poccuinckon depepaumm 06 agMUHUCTPATUBHbBIX
npaBoHapyLweHmnax HoBo HopMbl (cTaTtbs 13.11.3 KoAIll), koTopas npea-
ycMaTpuBaeT OTBETCTBEHHOCTb OaHKOB, MHOMOMYHKUMNOHANbHbIX LEH-
TPOB NMpPenocTaBNeHNSA rOCYAapPCTBEHHbBIX U MYHUUMNANbHBLIX YCAYT, UHbIX
opraHu3auuvii 3a pasmeuieHne nam obHoBAEHME DMOMETPUYECKUNX Nep-
COHaJbHbIX AAaHHbIX CyObeKkTa B e 4MHON BMOMETPUNYECKON CUCTEME C Ha-
PYLUEHMEM YCTAHOBNIEHHbLIX 3aKOHOM TpeboBaHUM ABAAETCA AOMNOJIHEHN-
eM 1 NNIOrMY4ecKuM NPoaoIKeHNEM K NonoxeHnam PegepanbHOro 3akoHa
oT 29 nekabpsa 2022 r. N 572-Pd3 «O6 ocywecTBNeHUN naeHTudukaumnmn
n (nnn) ayteHtndunkaumm Gu3anyeckmnx nmy, ¢ NCNoNb3oBaHNEM Bnome-

1 ®depnepanbHbIii 3akoH oT 12 pekadbps 2023 . N 589-P3 «O BHeceHMM nameHeHuin B Kogekc Poccuiickoii
denepaummn 06 aAMUHUCTPATUBHBIX NPABOHAPYLLEHUSIX»
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TPU4YECKUX NePCOHasIbHbIX AAaHHbIX, O BHECEHUU N3MEHEHWUW B OTAEJIbHbIE
3aKoHopaTenbHble akTbl Poccuiickon @egepaymm n npu3HaHnm yTpaTme-
WMMN CUNY OTAENbHbIX MOJIOXEHUM 3aKOHOAATENbHbIX aKTOB POCCUINCKOWN
depepaunmn», KOHKPETUINPYS OTBETCTBEHHOCTb HAPYLUUTENEN.

Mon OMoOMEeTPUYECKNMN MEPCOHANbHBIMU AAaHHLIMW MOHMMAKOTCA CBe-
OEeHNA, KOTOopble xapakTepusylT Gu3nonornyeckme n duonormvyeckme
OCOBOEHHOCTM YenoBeka, Ha OCHOBAHUMN KOTOPbIX MOXHO YCTAHOBUTb €ro
NINYHOCTb (BMOMEeTpUYECKME NEPCOHANIbHbIE AAHHbIE) N KOTOPbIE NCMNOJIb-
3yl0TCHa onepaTtopoM A YCTaHOBNEHUS NTNYHOCTU CyDObekTa NepcoHab-
HbIX AaHHbIX.2 BaXHOCTb cOOntoaeHMs NpaBuUbHOCTU cbopa, XPaHEHUS U
Haanexauien 3awnTbl OMOMETPUYECKNX MEPCOHANbHbIX AaHHbIX HA POHE
pPa3BUTUS COBPEMEHHbIX TEXHOIOMNW, B HaCTHOCTU UCKYCCTBEHHOIO UH-
Tennekra n oundemnkK-TexXHoornu, ABnsgeTcsa 4pe3sblHanHOW.

BHeceHue nameHeHunin B nonoxeHusa Kopekca Poccuiickon depnepa-
uMn 06 agMUHUCTPATUBHbBIX MPABOHAPYLUEHUAX B YACTU YXECTOYEHUS
Haka3aHuga 3a HapyweHue TpeboBaHuM B 06NnacTu pa3MeLlleHmns nepco-
HaNibHbIX JAHHbIX FpaxaaH 9BASeTCcs npegckasyemMbiM M gaxe HeobXxo-
OVMMbIM OTBETOM 3aKOHOOATENId HAa COBPEMEHHbLIE Yyrpo3bl, Korga nep-
COHaJslbHblE AAaHHbIE rpaxgaH cobupalTca KoMmnaHnamm OykBasbHO «Ha
KaXAO0M wary»: B MmarasmHax, NnoanKInHuUKax, TpaHcnopTte, y4ebHbix 3a-
BELEHUSX, HE TOBOPS YXe NMPOo NocelleHne pasindyHbiX UHTEPHET pecyp-
coB. Tak, 3a gaBa roga GyHKUMOHNPOBAHUS CUCTEMbI OMnaaThl MO Pacnos-
HaBaHWIO nnua, 3anyuleHHOM B MOCKOBCKOM METPO, ornJjiata npoesaa B
ropoackomM TpaHcnopTe no 6uomeTpum Obina ocyuiecterneHa 6onee 80
MUNNOHOB pa3.® O4eBUaOHO, 4TO 0O6BbEMbI NEPCOHAaNbHbIX AAHHbIX, KOTO-
pble cOOMpaTCH, XPaHATCA U MOTYT OKa3aTbCHA B PACnOpPSI>)XEeHUn 3510Y-
MbILLUJIEHHMKOB NPW HEHaaexallem o6 palLeHnm KOMMNaHUSAMU NX aKKyMy -
NUPYIOWUMN, SBAKIOTCS KOJIOCCaIbHbIMU, PABHO Kak U BPen rpaxgaHam,
KOTOPbIN pakT yTe4kn NepcoHasibHbIX AAaHHbIX MOXET HaHecTu. Hanpu-
Mep, coraacHo AHanuTnyeckomy oTyeTy «Jlabopatopun Kacnepckoro»

2 cT. 11 depepanbHoro 3akoH “O NepcoHanbHbIX AaHHbIX” 0T 27.07.2006 N 152-D3
3 https://www.mos.ru/news/item/130922073/?utm_source=search&utm_term=serp
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3a 2022 ron 66110 3adpukcupoBaHo 168 3Ha4YMMBbIX yTeyek AaHHbIX* B poc-
CUMNCKNX KOMMNaHUAX, B pe3ynbTaTe KOTOPbIX Obl/I0O CKOMMPOMETUPOBAHO
6onee 290 MNH CTPOK NOAb30BATENbCKUX AAHHbIX, MPU 3TOM 64% nonb-
30BaTENbCKMX AAHHbIX OblIM CKOMNPOMETMPOBaHbI B pe3ynbTaTe aTak Ha
KPYMNHbI BusHec.®

B aToI cBA3K yBEeNM4YeHMe pasmMmepa wrtpada 3a HapyleHne 3aKkoHoaa-
TenbcTBa B 00/1aCTN NepCOHaNbHbIX JaHHbIX, MPEeAYyCMOTPEHHOr0 Kak ans
IOPUONYECKUX NUL, U MHOAUBMAYAbHbIX NpeanpuHuMaTtenen, Tak u ans
rpaxgaH U OO/KHOCTHbLIX N, 3a HeAO0OPOCOBECTHOE, HE3AKOHHOE UC-
NoNb30BaHUA OMOMETPUYECKUX JaHHbIX MU UCMNONb30BAHUSA UX C HapPY-
LIeHUAMU, aBNseTcsa 0O0OCHOBAHHON MEPOW, HanpaBJIEHHON Ha MOBbILLE-
HMe YPOBHS 3alMTbl 1 0€30MacHOCTM NepPCcOoHaNbHbIX AaHHbIX FpaXxaaH, a
Takxke obecnevyeHne OONONHUTENbHbIX YCNOBUI AN NPOPUNAKTUKU CO-
OTBETCTBYIOLWMX NPaBOHAPYLUEHNIA.

B uenom, noanucaHue MNpeaunageHtom PP 12 pekabpsa 2023 roga de-
nepanbHoro 3akoHa N 589-®3 «O BHeceHun nameHeHnn B Kogekc Poc-
cuinckon Pepepaunn 06 aaMUHUCTPATUBHBLIX MPABOHAPYLLUEHUAX» CTano
NOrMYECKMM NPOAOJIKEHNEM U3MEHEHUI, BBOAUMbIX B chepe 3aliuThbl
nepcoHasnbHbIX AAHHbIX PaHee.

4 3HauYnMas yteuka gaHHbIX — yTeuka AaHHbIX, B peadynbTate KoTopoii 66110 CKOMNpPOMeTMpoBaHo 6onee 5 Thicsy
CTPOK NONb30BATENBCKUX AAHHbIX UM KOTOopas nonyyuna pe3oHaHc 8 CMI.
5 https://content.kaspersky-labs.com/se/media/ru/business-security/kaspersky-data-leakage-report-2022.pdf

AKcnepT rotoB AaTb YnTaTensam 6onee noapobHbIe YCTHbIE
KOHCYJbTaLMmM Ha 4OroBOPHOW OCHOBE.
XXnewm 3anpockl ux Ha aapec: 744727 3@bk.ru
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